Abstract. We present a description of the PhD thesis which aims to propose a rule-based query answering method for relational data. In this approach we use an additional knowledge which is represented as a set of rules and describes the source data at concept (ontological) level. Queries are posed in the terms of abstract level. We present two methods. The first one uses hybrid reasoning and the second one exploits only forward chaining. These two methods are demonstrated by the prototypical implementation of the system coupled with the Jess engine. Tests are performed on the knowledge base of the selected economic crimes: fraudulent disbursement and money laundering.
Introduction
Data stored in relational databases are described only by their schema (syntactic structure of data). Therefore, it is often difficult to pose a query at a higher level of abstraction than in a language of database relations and attributes. There is also a mismatching problem with table and column names without strictly defined semantics. A lack of a conceptual knowledge can be overcome by introducing ontologies which for evaluation purposes can be transformed into a set of rules. This kind of additional rule-based knowledge allows reasoning and query answering at an appropriate abstract level and relieves a user of using structural constructions from SQL. This kind of query evaluation is called a rule-based query answering method.
In our rule-based system we apply rules that are Horn clauses [8] . If there is conjunction of several predicates in the head, the rule can be easily transformed into Horn clauses with the Lloyd-Topor transformation [8] .
We assume that only unary or binary predicates exist in our system, according to the terms that appear in OWL language [2] (since we decided to use this standard as a way to express conceptual knowledge).
Every rule consists of two parts: the left-hand-side, which is called the body, and the right-hand-side, which is called the head. Generally both parts are the sets of atoms that are interpreted conjunctively. In the body of the rule we use premises (patterns, conditions), which have to be satisfied by the appropriate atoms (facts) to allow the rule to be fired and produce conclusions from the rule's head. Next section describes the problem statement of the proposed PhD thesis. Section 3 presents current knowledge of the problem domain and existing solutions. Section 4 contains results achieved so far, the current state of the work and author's contributions. In Section 5 the concluding remarks are given.
Problem statement
The presented PhD thesis is trying to cope with the following research question:
How to efficiently query a relational database at the conceptual level defined in a rule-based system? This question is strongly connected with the following three main problems:
i. Rule-based query answering, ii. The combination of a rule-based system and a relational database, iii. The construction of the knowledge base (i.e. knowledge of economic crimes).
In a rule-based query answering method we assume that there exists a knowledge base which contains two parts: intensional and extensional. The intensional knowledge is represented as a set of rules and describes the source data at a conceptual (ontological) level. The extensional knowledge consists of facts that are stored in the relational database as well as facts that were derived in the reasoning process. Queries can be posed in the terms of the conceptual level. Thus, one gets an easier way to create a query than using structural constructions from SQL (Structured Query Language). The rule-based query answering method uses the reasoning process to obtain an answer for a given query. During this process facts from database are gathered and used to derive new facts according to a given set of rules. Next, the answer is constructed and presented.
In the first two problems (i, ii), we need to deal with the following questions: 1. What kind of rule-based system do we want to use? 2. How to express and represent the conceptual knowledge in the form of rules? 3. What is the language of the queries that can be evaluated by the system? 4. What kind of reasoning is involved in the rule-based query answering? 5. How to ensure the decidability of the query answering method? 6. How to combine a relational database with a rule-based system? 7. Which reasoning engine should be used for the prototypical implementation? 8. What are other potential applications of the proposed method and system?
We also assume that the rule-based query answering method will be used with the knowledge base of the selected economic crimes: fraudulent disbursement and money laundering. Particularly, we assume our system to be aimed at determining legal sanctions for crime perpetrators and to discover crime activities and roles (of particular types of owners, managers, directors and chairmen) using concepts, appropriate relations and rules.
The answers to the majority of the given questions and current achievements are presented in Section 4.
Overview of existing solutions
The presented problem, the rule-based query answering task [14] , has many times been subject to research. Generally, there are two kinds of reasoning method applied in the rule-based query answering task. The first one is a backward chaining method, where reasoning is goal-driven. In this case our goal is the query posed to the system. This scheme of reasoning is implemented, for instance, in Prolog engine, and takes the form of the Selective Linear Definite clause resolution (SLD). In the backward reasoning technique facts are obtained only when they are needed in derivations.
On the contrary a forward chaining approach, which is data-driven, needs reasoning about all facts. In the working memory some of the inferred facts are useless and many rules are fired unnecessarily. It has a negative impact on the efficiency of the answering process. Moreover, because all facts should exist in the working memory, the scalability of reasoning task is poor due to the limited RAM memory. This drawback occurs also in the backward chaining.
The rule-based query answering task in rule-based systems, which exploits forward chaining is generally an inefficient method. The results of the OpenRuleBench initiative [1] show that efficiency of tabling Prolog and deductive database technologies surpasses the ones obtained from the corresponding pure rulebased forward chaining engines.
The most comprehensive approaches concerning optimizations of bottom-up query evaluation (in forward chaining) were given in [14, 15] . The general method relies on the transformation of a program P (set of rules) and a query Q into a new program, magic(P ∪ Q), as shown in [15] . This magic transformation modifies each original rule by additional predicates to ensure that the rule will fire only when the values for these predicates are available. There were also other improvements and modifications of magic approach [14] . According to the work presented in [12] we also believe that the bottom-up approach has still room for improvements in order to increase the performance of the rule-based query answering task.
There exist also some works about the combination of rules (or logic programming) with relational databases. Notable are approaches presented in [18] , [10] and [19] where ontology-based data access is performed with Prolog rules or Disjunctive Datalog.
The problem of applying rules in economic crimes is quite new. Most of the research work in the legal area relies on using ontologies in the field of information management and exchange [23, 24] , not reasoning [16] . Other solutions, developed for instance in FFPoirot project [25, 26] , concern descriptions of financial frauds, mainly the Nigerian letter fraud and fraudulent Internet investment pages. The ontologies developed in this project are not publicly available.
In our approach rules and queries are used to reflect data concerning documents and their attributes, formal hierarchy in a company, parameters of transactions, engaged people actions and their legal qualifications. To the best of our knowledge it is the first such approach in the field of economic crimes, besides the work presented in [17] , which concerns cybercrimes.
4 Achievements and the current work
General assumptions
As mentioned in Section 2, the first two tasks include eight questions. For most of them, in the current state of our work, the answers are already known: 1. We wanted to use a production rule system because we need to apply our solutions in the real world applications. 2. We decided to express the conceptual knowledge with the Horn-SHIQ ontology combined with SWRL (Horn-like) [3] rules. We are aware of the restrictions that Horn-SHIQ imposes on ontology creation [21] , but this fragment of OWL is sufficient for our needs. 3. Currently we assume conjunctive queries only, which are built of the terms from ontology (concepts and relations). 4. We developed two ways of applying reasoning process in the rule-based query answering task. In the first one [6] hybrid reasoning (forward and backward chaining) is used and in the second one only forward chaining and extended rules are executed. The second approach is still in progress. 5. We use the Datalog Safety [11] restriction in the rule-based query answering and DL-safe rules in ontology creation [22] . 6. We developed the special mapping method which is presented later in this section and also in [6] . 7. We decided to use the Jess (Java Expert System Shell) engine [4, 5] , since it is one of the fastest commercial engines (with the free academic use) and it can be easily integrated with the Java language (which is the implementation language of our tool). The Jess engine also supports both forward and backward chaining. 8. We are convinced that our knowledge base of economic crimes [27, 30] would not be the only application of the defined system. Our methods are general and can be used in every application, which requires additional knowledge for query evaluation or need to offer an easier way of query creation than with the traditional SQL.
Our current results were presented in Polish and English papers [6, 27, 28, 29, 30] .
Query answering with the hybrid reasoning
The approach described in [6] concerns the hybrid reasoning in the rule-based query answering task. In this work we described also the method of mapping between an ontology and a relational database. We presented our prototypical implementation of a library tool, the Semantic Data Library (SDL), which integrates the Jess engine, rules and ontology to effectively query a relational database. In our hybrid reasoning process the backward chaining engine is responsible only for gathering data from a relational database. Data is added (asserted in Jess terminology) as triples into the working memory. The forward chaining engine can answer a query with all constraints put on variables in a given query (=, !=, <, > etc.).
The queries are constructed in Jess language in terms of ontology concepts. The mapping between the ontology classes and properties and the relational database schema is defined to fit syntactic structures and to preserve the semantics of the data.
Extensional data itself is stored in a relational database. The ontology and the mapping rules transformed into Jess language format provide the additional semantic layer to the relational database. Such an approach allows for answering queries to a relational database with a reasoning process performed in the Jess system over rules and ontology. The hybrid reasoning and query execution is supported by the SDL library. More details are given in [6] .
Mapping between ontology terms and relational database
A mapping between ontology terms and relational data [6] is defined as a set of rules where each rule is of the following form:
SQL query => essential predicate where "essential" means that the instance of the term cannot be derived from the rules. We assume that every "essential" ontology term has its appropriate SQL query and can be obtained only in a direct way, as a result of the SQL query. For example, in the following OWL hierarchy of classes Mother is-a Woman is-a Person, where the class Mother is a subclass of the class Woman etc., every instance of the class Mother is an "essential" term.
We assume that every SQL query has the following form:
SELECT [R] FROM [T] <WHERE> <C, AND, OR>
where:
• R denotes the result attributes (columns) -one or two according to the unary or binary terms (OWL Class, OWL DataProperty or OWL ObjectProperty), • T stands for the tables, which are queried, • WHERE is an optional clause to specify the constraints, • C abbreviates the constraints in the following form: <attribute, comparator, value>, for example: Age > 21, • AND, OR are the optional SQL commands.
As an example, let us assume that we have a table Person with the following attributes: Id, Name, Age and Gender. To obtain all adult men, we would define the following SQL query: SELECT Id FROM Person WHERE Age>21 AND Gender='Male'.
The mapping process requires defining SQL queries for all "essential" classes and properties. Other terms can be mapped too, but this is not necessary, since instances of them can be derived in the reasoning process.
Knowledge base of economic crimes
The approaches presented in [27, 28, 29] concern construction of the knowledge base of the selected economic crimes: fraudulent disbursement and money laundering. We analysed current related works and proposed the formal model of these economic crimes. We developed the ontology, which is the result of an analysis of about 10 crime cases. This means that the ontology is crafted to a task rather than attempting to describe the whole conceivable space of concepts and relations (top ontologies). The intensional part of the knowledge base contains also SWRL rules, which are very important when we want to determine legal sanctions for crime perpetrators and to discover crime activities and roles (not only to describe a crime scheme).
The methodology consists of several steps:
1. Design of a hierarchical data representation with 'minimal' ontology, which is used to uncover a crime scheme. This means using only necessary concepts that follow in the logical order of uncovering a crime. In thefirststagegoods/servicestransferdataisanalyzedwithrelationto3 basic flows: money, invoices, and documents (i.e., confirming that the service or goods have been delivered). In addition, responsible or relevant people within companies are associated with particular illegal activities. 2. Provision of a framework in which the graph building process and queriesareexecuted. 3. Relatinganswerstoquerieswithcrimequalifications. This approach is limited, but provides an essential model for evidence-building of a very important class of financial crimes: among them acting to do damage to a company and money laundering. Both crimes occurred in the example Hydra Case which was tested with the hybrid approach and artificially generated data. The work and results are presented in [30] . 
Current work
In the current state of our work we are focused on the new rule-based query answering method which uses extended rules. Extended means that these rules are generated automatically from the basic ones for the evaluation purposes, and the modification is strongly connected with the magic transformation method. The extended rules are generated in the goal-and dependency-directed transformation. In this method we are interested in dependencies between variables appearing in predicates inside each rule.
The rule-based query answering method in this approach needs the different assumptions from the hybrid one because we use only one Jess engine to obtain relational data and answer a query. Obviously, we have to modify our query answering algorithm prepared for the hybrid system. This work is still in progress and results will be presented as soon as possible. Figure 1 presents the architecture of our system which covers both solutions (hybrid reasoning and reasoning with extended rules).
Conclusions
In this paper we have outlined the content of the PhD thesis titled Rule-based query answering method for a knowledge base of economic crimes. Up to date we have obtained some achievements in the research, particularly related to the special crimeoriented ontological knowledge, its representation in rules of the Jess system, the connection with extensional data in a database and query answering by reasoning over the different data representations. We continue our research aiming to elaborate a new method of rules transformation, which will allow for more efficient application of rules in query answering task. We have to manage with problems presented in Section 2 and to provide a precise, clear and formal description of our solutions. We have already obtained positive results of tests performed on the prototype system but we also plan to execute queries prepared by the OpenRuleBench initiative. The comparison of our results and those obtained in a pure Jess system seems to be an adequate and objective assessment of usefulness of our work.
